Programs (1)
@ Windows Firewall with Advanced Security
Control Panel (4)

ﬁ'WindDws Firewall
ﬁ‘ Allow a program through Windows Firewall
ﬁ' Check firewall status

» See more results

firewal x | | Shut down | » |

- Klik tombol start di windows 7
- Ketik firewall, maka akan tampil hasil pencarian seperti gambar di atas
- Klik windows firewall with advance security
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iﬂ__w_iqd_gws Firewall with Advance
Inbound Rules
Outbound Rules

»

. ﬁ Windows Firewall with Advanced Security provides network security for Windows computers
Connection Security Rules

Monitoring

Overview

Domain Profile

@ Windows Firewall is on

Q Inbound connections that do not match a rule are blocked
'@' Outbound connections that do not match a ule are allowed.

Private Profile is Active

@ Windows Firewall is on

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.
Public Profile is Active

@ Windows Firewall is on

O Inbound connections that do not match a rule are blocked.
'ﬂ' Outbound connections that do not match a ule are allowed.

Windows Firewall Properties

Windows Firewall with Advanced Security on Local Computer

-

m

Getting Started
Authenticate communications between computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security {|Psec).

Connection Security Rules

View and create firewall rules

it iz authenticated, or f it comes from an authorized user, group, or computer. By defautt, inbound connections are

Create firewall nules to allow or block connections to specified programs or ports. You can also allow a connection anly i

r

blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that =
. | SIEN .

Actions

‘Windows Firewall with Advanced Se...

| Import Policy...

3| Export Policy...
Restore Default Policy
Diagnose / Repair
View

Refresh

Properties

B @B

Help

-

Klik inbound rules
Di sebelah kanan ada menu “new rules”
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bl AN
(lobound Rutes) Mame Group . Profile Enabled Action * || Inbound Rules -~
OQutbound Rules -
2‘5 Connection Security Rules @ACCURATEPORT Public Yes Allow | @3 MNewRule..
b '«2‘-1 Monitoring @ACCURATEPORT Private  Yes Allow |= T Filter by Profile b
@ACCURATESRVLIC Private  Yes Allow .
(@ ACCURATESRVLIC Public  VYes Anow (|| T Fiter by State 4
@ asFcap Public  Yes Allow T Filter by Group 4
@ asFcap Public  Yes Allow Yicw b
@Bonj.our Pr!vate Yes Allow 6 Refresh
@ Bonjour Private  Yes Allow
(@ Cassini Web Server Private.. Yes Allow \= Export List..
@Cassim Web Server Private.. Yes Allow ﬂ Help
@Cellular Emulator Public Yes Allow
@Cellular Emulator Public Yes Allow
@Cellular Emulator Private  Yes Allow
@ Cellular Emulator Private  Yes Allow
0 chrome.exe Public Yes Block
@ chrome.exe Private  Yes Allow
@ chrome.exe Private  Yes Allow
@ chrome.exe Public Yes Block
@ FBEVENTPORT Private  Yes Allow
@ FBEVENTPORT Public Yes Allow
@ firebird All Yes Allow
@f\rsﬂtierlﬂﬂg_server.exe Public Yes Allow
@f\rsﬂtierlﬂﬂgiserver.exe Public Yes Allow
(@ FlashGet3 Private  Yes Allow
@ FlashGet3 Private  Ves Allow
OFIa;hGeB Public Yes Block
OFIashGeﬂ Public Yes Elock
@Half-Llfe Launcher Public Yes Allow
@Hah‘—Life Launcher Public Yes Allow
@JEVE(TM] Platform SE binary Private... Yes Allow
B mieme s era- Lo e s =
] m 3N mn [}
Mew Rule...
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Steps:
Fule Type
Protocol and Ports
Action
Profile

Name

Inbound Rules

Select the type of firewall rule to create.

What type of ule would you like to create?

") Program

Rule that controls connections for a program.

@ Port
Rule that controls connections for a TCP or UDP port.

|EmnchCache - Content Retrieval (Uses HTTF)

Flule that controls connections for 8 Windows experience

Custom rule

Leam more about rule tvpes

@

New Rule...
Filter by Profile
Filter by State
Filter by Group
View

Refresh

Export List...

Help

- v v v
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Actions

Inbound Rules -
d New Rule...
[ ST Filter by Profile »
ST Filter by State »
Steps:
== - o 7 Filter by Group »
Rule Typs Does this rule apply to TCP or UDP? :
View »
Protocal and Ports @ TCP
= |G Refresh
Action ) UppP
5. Export List...
Profile &= b
MName ﬂ Klelp

Dioes this rule apply to all local ports or specific local ports?
) All local ports

@ Specific local ports- 3057
Bxample: 80, 443, 5000-5010

Leam more about protocol and ports

-tambahkan port 3051 untuk firebird server

-tambahkan port 3052 untuk firebird message

- tambahkan port 34613 untuk accurate services (tidak perlu jika accurate tidak di install di
server)

- dan tambahkan sesuai kebutuhan jika port nya yg di ketahui, sesuait cara di atas



